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Systems and Methods for Providing and Installing Software 
Field of the Invention 

[0001] The present invention relates to computer systems and computer software including 
5 server and client systems on a network and in particular to systems, methods and computer 
readable media for installing software provided by one computing device on another computing 
device. 

Background 

10 [0002] A typical software product, such as a database, word processor, spreadsheet, utility 
may be organized into a group or "suite" of individual component programs, or "components." 
A suite may include several distinct software products, each having its own components and 
possibly sharing one or more components with other products in the suite. 

[0003] Many of the components of a software suite may not be required for use of other 
15 components or the suite as a whole, but may, instead, be included as enhancements or options. A 
user of the software, and/or the developer of the software, may desire that some of the 
components be installed when the software suite is being used for certain tasks. For example, if 
the software suite is installed on a computer system that is a part of a multi-location network, a 
user or the suite developer may desire that more networking components be installed than in a 
20 stand-alone scenario. As another example, a user that frequently uses a certain file type, for 
example a "pdf ' file, may desire that the software function with pdf files whereas a user that 
infrequently uses pdf files may not deem such functionality important. 
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[0004] Some components may be desirable regardless of the scenario in which the suite is 
being used. For example, the suite developer may periodically introduce updates and patches to 
various components in the form of so-called "service packs" and "hot fixes." It may be desirable 
to make service packs and hot fixes mandatory components that get installed regardless of the 
5 scenario for which the suite is being used. 

[0005] Computer networks provide a channel for software installation. 

[0006] In one current method for installing software a small installer application is 
transferred from one computing device to a second computing device, for example from a server 
to a client computer. Execution of the installer application begins the installation process and the 

10 installer application obtains/transfers the remainder of application suite from the first computing 
device and installs suite components on the second computing device. During download and 
installation the computing device(s) may be "locked" from performing other tasks and a 
substantial portion or all of the available network bandwidth may be devoted to the file transfer. 
Further, applications already running on the computing device may need to be closed and/or the 

1 5 computing device rebooted (shut down and re-started). 

[0007] In another current method of installing software an entire application suite, in 
compressed or uncompressed form, is transferred from one computing device to a second 
computing device, for example in the form of a disk image. An installer application transferred 
with the suite proceeds to install suite components. Again, during download and installation the 
20 computing device(s) may be "locked" from performing other tasks and a substantial portion or 
all of the available network bandwidth may be devoted to the file transfer. Also, applications 
running on the computing device may need to be closed and/or the computing device rebooted. 
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[0008] As will be appreciated, both of the foregoing described methods for installing 
software create inefficiencies in computer processor usage, network usage, file access and/or 
computer memory space. Further, the installation of complete software application suites by the 
foregoing methods may result in installation of software components that a user does not desire 
5 and that may create incompatibilities with other software desirable to the user. The unused 
components may also use valuable storage space and/or memory on the computer. 

[0009] Accordingly, it would be desirable to have new and improved methods for installing 
software. 

Summary of the Invention 

10 [0010] The present invention comprises systems, methods and computer readable media for 
installing software. In an embodiment, a need for a software component is determined and a 
determination is made as to whether to initiate installation of the component. In an embodiment, 
the determination of whether to initiate installation may be made by monitoring usage of the 
computing device, for example by monitoring user activity, processor usage, memory usage; disk 

1 5 usage and/or network usage. Software installation may be initiated and/or continued during 
periods where usage of the computing device or its components are below a predetermined 
threshold level. In one embodiment processor, disk and/or network usage are monitored and 
installation initiated or continued when the level of one or more is below a certain threshold 
level. The installation process may be halted when the processor, disk and/or network 

20 connection are called upon for other uses. In an embodiment, processor, disk and/or network 
usage may be throttled, for example limiting the bandwidth available for the installation, to 
maintain sufficient processor share and/or bandwidth for other tasks. 
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[0011] Details of exemplary embodiments of the present invention, including their features 
and advantages, are set forth below. 

Brief Description of the Figures 
[0012] Features, aspects, and advantages of the present invention are better understood when 
5 the following Detailed Description is read with reference to the accompanying drawings, 
wherein: 

[0013] Figure 1 A is a schematic overview of servers and computers interconnected via the 
Internet/World Wide Web. 

[0014] Figure IB is a schematic overview of a local/wide area connection to other servers via 
1 0 the Internet/World Wide Web. 

[0015] Figure 2 is a schematic overview of a installation determination process in an 
embodiment of the present invention. 

[0016] Figure 3 is a flowchart of an installation process in another embodiment of the present 
invention. 

1 5 Detailed Description 

[0017] The present invention provides systems and methods for installing software 
applications. In embodiments, the systems and methods allow installation of software 
applications onto computers residing on a local area or wide area network such as the 
Internet/World Wide Web. In other embodiments, the systems and methods of the present 

20 invention allow for the efficient installation of software from files residing on a computing 
device. 
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[0018] A software application or suite may comprise a plurality of software components. A 
user of a computing device may desire to use a subset of the plurality of software components. 
In an embodiment, a method of the present invention determines a component from a plurality of 
software components for installation onto a computing device. The decision to install a 
5 particular component may be based on one or more of the following factors: a user request for 
the component; a request from another component of the software application for installation of 
the component; a request from another application for installation of the component; a 
determination based on a user's computing patterns; and/or a determination based on use of the 
computing device. In an embodiment of the present invention, the installation process, including 

10 initiation of installation; proceeding with installation; and/or completing installation includes 
monitoring of usage of the computing device(s)' processor(s) and/or monitoring of a network 
connection between and/or among computing devices; and initiating or continuing installation of 
the software component during a time period based on the level of processor activity, for 
example, when the processor is otherwise substantially inactive and/or the network connection is 

1 5 substantially inactive. 

[0019] For purposes of describing embodiments of the present invention wherein computing 
devices are networked, the terminology "donor computing device" refers to a computing device 
having software files for installation and the terminology "recipient computing device" refers to 
a computing device receiving software files for installation. 

20 [0020] In an embodiment, software files for installation may be provided from a software 
vendor's/publisher's donor computing device, for example a server, to a recipient computing 
device using an Internet-capable communications protocol. Generally, the recipient computing 
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device will access the Internet through a dial-up or broadband connection. Typical broadband 
connections include Tl connections, Cable connections or DSL connections. The recipient 
computing device may reside on a network and access the Internet through a single network 
connection. In this environment, bandwidth limitations will likely exist among the individual 
5 computers on the network and between the network and the Internet. 

[0021] In another embodiment, software files for installation may be provided from a donor 
computing device on a network, such as a local area network, to a recipient computing device on 
the network using a network communications protocol. In this environment, bandwidth 
limitations will likely exist among the individual computers on the network. 

10 [0022] In another embodiment, software files for installation may reside on an individual 
computing device, in memory, or on accessible storage media. The files may be installed from 
the computing device memory or storage media using an embodiment of a method of the present 
invention. 

[0023] In one embodiment a method of the present invention for installing a software 
15 component on a computing device comprises monitoring usage of the computing device; 
determining a need for a software component; and initiating installation of the software 
component during a time period based on usage of the computing device. In an embodiment, the 
monitoring usage of the computing device may comprise one or more of the following: 
monitoring usage of a processor; monitoring usage of a storage medium, for example a disk; 
20 monitoring usage of memory; monitoring user activity and/or monitoring usage of a network 
activity. In one embodiment, the determining the need for a software component may comprise 
one or more of the following: recognizing when a user accesses a particular application or 
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encounters a particular file type; and/or installing a software stub component that periodically 
checks if the full software component would be beneficial to the user. 

[0024] The level of processor activity that may be used as the basis for initiating or 
continuing an installation in one embodiment of the present invention may be determined based 
5 on consideration of one or more of the following criteria: the processor is substantially inactive; 
sufficient processor resources are available despite other tasks being performed by the processor; 
sufficient processor resources are available in between other tasks being performed by the 
processor; and similar criteria. 

[0025] The level of storage medium activity that may be used as a basis for initiating or 
10 continuing an installation in one embodiment of the present invention may be determined based 
on consideration of one or more of the following criteria: disk activity is substantially inactive; 
disk access is available for the installation despite other computing device activity; sufficient 
disk access is available in between other activity; and similar criteria. 

[0026] The level of memory activity that may be used as the basis for initiating or continuing 
15 an installation in one embodiment of the present invention may be determined based on 

consideration of one or more of the following criteria: requests to the memory are substantially 
inactive; sufficient memory resources are available despite other tasks being performed by the 
computing device; sufficient memory resources are available in between other tasks being 
performed by the computing device; and similar criteria. 

20 [0027] The level of network activity that may be used as a basis for initiating or continuing 
an installation in one embodiment of the present invention may be determined based on 
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consideration of one or more of the following criteria: network activity is substantially inactive; 
sufficient network bandwidth is available for the installation despite other network activity; 
sufficient network bandwidth is available in between other network activity; and similar criteria. 

[0028] The level of user activity that may be used as the basis for initiating or continuing an 
installation in one embodiment of the present invention may be determined based on 
consideration of one or more of the following criteria: user activity is substantially inactive; user 
activity will not be impaired by update activity; and similar criteria. 

[0029] In another embodiment, a method of the present invention for installing a software 
component on a computing device including a processor comprises: monitoring usage of the 
processor; determining a need for a software component; and initiating or continuing an 
installation of the software component based on the level of processor activity. 

[0030] In another embodiment, a method of the present invention for installing a software 
component on a recipient computing device including a processor and a network connection 
comprises: monitoring usage of the processor; determining a need for a software component; and 
initiating or continuing an installation of the software component during a time period when the 
processor is otherwise substantially inactive. The method may further comprise monitoring 
usage of the network connection and initiating or continuing an installation of the software 
component during a time period based on the level of network activity. 

[0031] In a further embodiment, a method of the present invention for installing a software 
component on a recipient computing device including a processor and a network connection 
comprises: monitoring usage of the network connection; determining a need for a software 
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component; and initiating or continuing installation of the software component during a time 
period based on the level of network activity. The method may further comprise monitoring 
usage of the processor and initiating or continuing an installation of the software component 
during a time period based on the level of processor activity. In an additional embodiment, 
5 a method of the present invention for installing a software application on a computer including a 
processor and a network connection comprises: monitoring usage of the network connection; 
determining a need for a software component; and initiating or continuing installation of the 
software component during a time period when the network connection is being used to 
download other data. The method may further comprise monitoring usage of the processor and 
10 initiating or continuing an installation of the software component during a time period based on 
the level of processor activity. 

[0032] The initiating of an installation may comprise the transfer and execution of an 
installation file from memory of the computing device, or computer readable media accessible to 
the computing device. In an embodiment of the present invention wherein a donor computing 
15 device and the recipient computing device are networked, the initiating of installation may 
comprise transfer of an executable installation file from the donor computing device to the 
recipient computing device. In an embodiment, the donor computing device comprises a 
network server. In a further embodiment the donor computing device comprises a network 
server maintained by the publisher of the software application being installed. 

20 [0033] The continuing an installation step in any of the foregoing methods may comprise 
continuing the transfer of the software component; at least partially installing the software 
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component on the recipient computer; completing the installation of the software component on 
the recipient computer or combinations of the foregoing. 

[0034] Embodiments may further comprise throttling the transfer rate and/or the installation 
rate to limit the bandwidth and/or portion of the processor used for the installation. 

5 [0035] In some embodiments the throttling of the transfer rate further comprises the recipient 
computing device calculating and sending a maximum transfer rate to the donor computing 
device, the donor computing device sending data no faster than the specified rate. The recipient 
computing device may update the maximum transfer rate throughout the transfer. This 
embodiment allows accurate throttling of bandwidth usage without modifying low-level network 
10 implementations on the client device. 

[0036] In an embodiment, the initial installation proceeds in the foreground similar to the 
regular downloading of a file in Microsoft Windows, with an additional option that allows the 
user to switch to background mode as per other embodiments, and notify the user when the 
installation is complete. 

1 5 [0037] In embodiments where the recipient computing device resides on a local or wide area 
network, monitoring usage of the network connection may comprise monitoring usage of the 
connection between the recipient computing device and the local or wide area network server; 
monitoring usage of the network connection between the local or wide area network server and 
the Internet; and/or monitoring usage of the network connection among and between the 

20 computing devices on the network. 

10 
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[0038] In embodiments where the recipient computing device is sometimes located on a low- 
bandwidth connection such as a dial-up modem connection or low-speed wireless connection, 
and sometimes located on a broadband connection such a LAN or cable modem, monitoring 
usage of the network connection may comprise monitoring when the recipient computing device 
5 is connected to each kind of connection and preferably performing installation when the recipient 
device is connected to a high-speed connection. If initiated on a high-speed connection and the 
recipient device switches to a low-speed connection, the installation may be suspended until the 
device is connected to the high-speed connection again, unless a maximum waiting period 
expires after which installation continues with the low-speed connection. 

10 [0039] In an embodiment of the present invention determining the need for a software 

component comprises: selecting of the software component by a user of a computing device. In 
an embodiment, an installation program comprises a menu that allows a computer user to select 
software components for installation. Installation of the software components is made in 
accordance with an embodiment of the present invention. 

1 5 [0040] In another embodiment of the present invention the determination of the need for a 
software component comprises: selecting of the software component by a publisher of a 
software application comprising the software component. By way of example, a software 
publisher may desire to provide functionality by linking installation of various software 
components. 

20 [0041] In a further embodiment determining the need for a software component comprises: 
selecting of the software component by another component in a software application comprising 
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a plurality of components. As an example, execution of commands in one software component 
may be facilitated by access to another software component. 

[0042] In a further embodiment determining the need for a software component comprises: 
selecting of the software component based on a monitoring of the usage patterns of a user of a 
5 computing device. 

[0043] For example, if one component of an application provides support for handing PDF 
files, this component may be automatically installed if the user has or uses a PDF file on the 
recipient device. This may happen even if the user does not specifically request functionality 
provided by the component, i.e., an application may automatically determine based on usage 
1 0 patterns that a component would be beneficial to the user. 

[0044] In one embodiment, small stub components corresponding to optional components of 
an application are installed whose function is to identify whether or not the full component is 
required or would be beneficial. 

[0045] In an additional embodiment, determining the need for a software component 
1 5 comprises: selecting of the software component based on a survey of files on a computing 
device. The survey may comprise determining file types resident on a computing device and 
comparing the file types to a software component to determine whether the software component 
relates to use or access of the file types. By way of example, if a particular type of graphics file, 
for example a "jpg" file, is resident on the computing device and the software component relates 
20 to the use or access to jpg files, a determination may be made that the software component 
should be installed on the computer. 
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[0046] A system of the present invention comprises computer hardware and software for 
performing a method of the present invention. Computer readable media of the present invention 
comprises virtual or physical computer readable media described below containing program 
instructions for performing a method of the present invention. 

5 [0047] Embodiments of the present invention are particularly advantageous for use as part of 
an overall system architecture such as the one described in commonly assigned, co-pending, US 
patent application serial number 10,###,###, filed December 31, 2003, entitled Methods and 
Systems for Regulating Resource Usage, internal docket number GP-175-26-US, the disclosure 
of which is hereby incorporated herein by reference. 

10 [0048] Referring now to the drawings in which like numerals indicate like elements 

throughout the several figures, and wherein in the description below "device" may be used to 
indicate "computing device", Figure 1 is a block diagram illustrating an exemplary environment 
for implementation of an embodiment of the present invention. The environment shown reflects 
the World Wide Web. Individual client computing devices 101, 103 and 105, etc. are connected 

15 to the Internet 1 10. Each connection may independently comprise a dial-up connection, for 
example through a modem and a wired or wireless telephone link; a broadband connection, for 
example through a T-l line, cable modem, ADSL line and modem; a wireless network 
connection, for example through an 802.1 1 protocol, Bluetooth or the like; or any other method 
of connecting to the Internet. The environment also includes a software publisher's server 

20 computing device 120 which is also connected to the Internet. The individual client computing 
devices may communicate with the software publisher's server computing device using 
telecommunications protocol via the Internet. 
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* 

[0049] Figure IB depicts an alternate environment. In the environment of Figure IB, 
computing devices 101, 103 and 105 are networked, for example in a local area network or wide 
area network through network server device 115. Network server device 115, communicates 
with the Internet, 110. 

5 [0050] The server computing device 1 15 may include a processor coupled to a computer- 
readable memory and a communications device. Server computing device 115, depicted as a 
single computer system, may be implemented as a network of computer processors. Examples of 
a server computing device 1 15 are servers, mainframe computers, networked computers, a 
processor-based device, and similar types of systems and devices. The server processor can be 
10 any of a number of computer processors, such as processors from Intel Corporation of Santa 
Clara, California and Motorola Corporation of Schaumburg, Illinois. 

[0051] The server computing device memory may include any of the processors described 
below with reference to computing devices, client devices and a method of the present invention. 

[0052] It should be noted that the present invention may comprise systems having different 
15 architecture than that which is shown in Figures 1 A and IB. For example, in some systems 
according to the present invention, server device may comprise a single physical or logical 
server. The system shown and described is merely exemplary, and is used to explain the 
exemplary methods described below and depicted in part in Figures 2 and 3. Further, 
embodiments of the present invention operate on individual, non-networked computing devices 
20 wherein installation of software components may comprise transfer from computer memory, or 
computer readable media to the computing device. 

14 
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* 

[0053] The client computing devices each include a computer-readable medium, for example 
a random access memory (RAM), coupled to a processor. The processor executes computer- 
executable program instructions stored in memory 108. Such processors may include a 
microprocessor, an ASIC, state machines, or other processor, and can be any of a number of 
5 computer processors, such as processors from Intel Corporation of Santa Clara, California, IBM 
Corporation of Raleigh, North Carolina and Motorola Corporation of Schaumburg, Illinois. 
Such processors include, or may be in communication with, media, for example computer- 
readable media, which stores instructions that, when executed by the processor, cause the 
processor to perform the steps described herein. Embodiments of computer-readable media 

10 include, but are not limited to, an electronic, optical, magnetic, or other storage or transmission 
device capable of providing a processor, such as the processor of the client device with 
computer-readable instructions. Other examples of suitable media include, but are not limited to, 
a floppy disk, CD-ROM, DVD, magnetic disk, memory chip, ROM, RAM, an ASIC, a 
configured processor, all optical media, all magnetic tape or other magnetic media, or any other 

15 medium from which a computer processor can read instructions. Also, various other forms of 
computer-readable media may transmit or carry instructions to a computer, including a router, 
private or public network, or other transmission device or channel, both wired and wireless. The 
instructions may comprise code from any computer-programming language, including, for 
example, C, C++, C#, Visual Basic, Java, Python, Perl, and JavaScript. 

20 [0054] Client computing devices can be connected to a network, as shown in Figure IB, or 
can be stand-alone machines, as shown in Figure 1 A. Client computing devices may also 
include a number of external or internal devices such as a mouse, a CD-ROM, DVD, a keyboard, 
a display, or other input or output devices. Examples of client computing devices are personal 
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« 

computers, digital assistants, personal digital assistants, cellular phones, mobile phones, smart 
phones, pagers, digital tablets, laptop computers, Internet appliances, and other processor-based 
devices. In general, the client computing devices may be any type of suitable processor-based 
platform that operates on any suitable operating system, such as Microsoft Windows®, 
5 PocketPC, Palm, Apple OS, UNIX, JAVA, EPOCH, Linux or the like, capable of supporting one 
or more client application programs. For example, the client computing device shown comprises 
a personal computer executing client application programs, also known as client applications. 
The client applications can be contained in memory and can include, for example, a word 
processing application, a spreadsheet application, an e-mail application, an instant messenger 
10 application, a presentation application, an Internet browser application, a calendar/organizer 
application, and any other application capable of being executed by a client device. 

[0055] A user can interact with the various client applications and articles associated with the 
client applications via various input and output devices of the client computing device. Articles 
include, for example, word processor, spreadsheet, presentation, e-mail, instant messenger, 
15 database, and other client application program content files or groups of files, web pages of 
various formats, such as HTML, XML, XHTML, Portable Document Format (PDF) files, and 
audio files, video files, or any other documents or groups of documents or information of any 
type whatsoever. 

[0056] The user's interaction with articles, the client applications and the client computing 
20 device creates event data that may be observed, recorded, analyzed or otherwise used. An event 
can be any occurrence possible associated with an article, client application or client device, such 
as inputting text in an article, sending an article, receiving an article, manipulating an input 
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device, opening an article, saving an article, closing an article, opening a client application 
program, closing a client application program, idle time, processor load, memory usage, and any 
other possible interaction with an article or a client application program whatsoever. 

[0057] For operation of one embodiment of the present invention, the memory of the client 
5 device may include a capture processor, a queue, an update processor and a data store. The 
memory of the client computing device may also contain a search engine application program, 
also known as a search engine. The search engine can locate relevant information on the client 
device, the network and/or the World Wide Web and provide a result set. 

[0058] The capture processor can capture all events and associated client articles associated 
10 with the client applications. In an embodiment the capture processor comprises multiple capture 
components. For example, the capture processor shown comprises a separate capture component 
for each client application. The capture component for each client application may comprise 
information relating to the current version of the application, and/or application features, and 
utilization of features of the application. The capture processor also comprises a separate capture 
15 component that monitors overall network activity in order to capture event data associated with 
network activity, such as data transfer in and out of the client device. The capture processor 
further comprises a separate capture component that monitors overall client device performance 
data, such as processor load, disk access, the client applications in use, and the amount of 
memory available. 

20 [0059] In one embodiment, the capture processor through the individual capture components 
monitors activity on the client device and captures the event by a generalized event registration 
mechanism, such as an event schema. Each capture component can register its own event 
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schema or can use a predefined one. Event schema can differ depending on the client application 
or activity the capture component is monitoring. Generally, the event schema can describe an 
event by providing data associated with the event and any associated article as well as the 
content of any associated article. For example, an event schema for an email event received by a 
5 user can include header information, such as the content from the subject, to, from, cc, and time 
received fields, and body information. An event schema for a web page currently being viewed 
by a user can include the Uniform Resource Locator or URL of the web page and the content of 
the web page. An event schema for a word processing document being saved by a user can 
include the title of the document, the time saved, the location of the document, the format of the 
10 document, the text of the document, and a pointer to the location of the document. 

[0060] The capture processor can capture events in real time or real time events and can 
capture events that have occurred in the past or historical events. Real time events can be 
loading, saving, or viewing an article, such as saving a word processing document, viewing a 
web page, viewing an email, and saving an MP3 file, and updating the metadata of an article, 

15 such as bookmarking a web page, printing a presentation document, deleting a word processing 
document, and moving a spreadsheet document. Some real time events are contextual and relate 
to current user state or context. For example, contextual events can be loading, saving or 
viewing an article, such as saving a word processing document, viewing a web page, viewing an 
email, and saving an MP3 file, examining a portion of an article, such as selecting a portion of 

20 text, moving a mouse over a portion of a web page, and viewing a slideshow, changing an 

article, such as typing a word in an email or pasting a sentence in a word processing document, 
and closing a document, such as closing an instant messenger window or changing an email 
message being viewed. 
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[0061] Historical events are similar to real time events. Examples of historical events 
include, the user's saved word processing documents, the emails in a user's inbox, and the web 
pages bookmarked by the user. Historical events can be captured by the capture processor by 
periodically crawling the memory and any associated data storage device for events not 
5 previously captured by the capture processor. 

[0062] Events captured by the capture processor are sent to a queue in the form of event 
schema. The capture processor can also send performance data to the queue. The queue holds 
the events and performance data, for example until the search engine is ready to process an event 
or the performance data. The queue can comprise three separate queues one for contextual 
10 events, one for indexable events, and one for performance data. The queue can be implemented 
as a circular priority queue using memory mapped files. Other implementations of the queue are 
possible. The indexable queue can be a two priority queue where higher priority events are 
served before lower priority events. Generally, real time events are given higher priority than 
historical events. 

15 [0063] The search engine comprises an index er, a query system, and a formatter. All real 
time events, contextual and indexable, and performance data can be sent by the queue to the 
query system to provide the query system with information concerning current user context. In 
an embodiment of a method of the present invention, client application capture component data 
relating to the components and usage of features of a client software application may be sent by 

20 the queue to an install processor and a query system. 
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[0064] The install processor evaluates the captured component data and makes a 
determination to install a software component. The install processor generates a request to the 
query system to locate the software component to be installed. 

[0065] The query system may use the captured component data and the request to generate 
5 an implicit query to computer memory and/or to the publisher of the client application and 
receive data and files for installation from the publisher of the client application.. 

[0066] In embodiments of the present invention, the search engine may generate an update 
query to the software publisher on a fixed time interval, for example every 24 hours, every hour, 
every 15 minutes. A query may also be generated when the capture processor determines a 
10 feature of the client application is being opened, and/or when the capture processor determines a 
feature of the client application has not used for a certain time interval. The install processor 
also communicates with the search engine and the queue and processes performance data from 
the capture processor. 

[0067] The installation determination may be managed by the install processor. As shown in 
15 Figure 2, captured component data, 201, is received by an install processor 203. The install 

processor evaluates whether an installation criterion for a particular software component is met, 
205. The installation criterion may comprise one or more of the criteria described above. If an 
install criterion is not met, the process is resumed at a later time interval. If the installation 
criteria is met, the install processor next determines whether download criteria, 207, are met to 
20 determine whether to initiate a request for downloading a software component. The download 
criteria may comprise one or more of the following criterion, or combinations thereof: the client 
application feature to be updated is not being utilized; overall processor usage is below a set 
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threshold; the available bandwidth for downloading is above a set threshold; disk usage is below 
a threshold; available free memory is above a threshold; and the like. If a download criterion is 
not met, the download query is queued in a download queue 209. Periodically, the install 
processor rechecks the performance data to determine whether download criteria have been met. 
5 If download criteria are met, the download, 2 1 1 , is made to a downloaded queue, 2 1 7, which is 
contained in the processor memory or on an associated storage device. The install processor also 
processes performance data during the download process to ensure that the download criteria 
continue to be met, 213. If during a download a download criterion fails to be met, for example 
if the client device needs network bandwidth for other uses, the downloading is halted. The 
10 downloaded data already obtained may be stored in the update queue 209. Downloading is 
resumed when the download criteria are met again. When downloading is complete, 215 the 
downloaded file may be maintained in a downloaded queue 217 until initiating of an installation 
process. 

[0068] A feature of an embodiment of the present invention is that during downloading the 
1 5 update processor may monitor network usage and thereby available bandwidth. The update 
processor may also limit bandwidth used by the download process. This limiting is referred to 
herein as throttling. The update processor may throttle the downloading to use lesser amounts of 
network bandwidth when the performance data indicates another use of bandwidth, and to use 
greater amounts of network bandwidth when the performance data indicates availability. 

20 [0069] Another feature of an embodiment of the present invention is that the install processor 
can utilized performance data and/or other captured data to determine whether the downloading 
process may be masked by processing being undertaken by the client device. For example, if the 



21 



Docket No. GP 175-31-US 

n 1 Express Mail No. EV 216 832 191 US 

client device is processing streaming media from the Internet and there is available bandwidth, 
the update processor may use some of the available bandwidth to initiate or complete 
downloading of an update. If a user is not always connected to the network, this may allow 
installation when the connection is known to be active. 

5 [0070] After downloading is complete, the install processor may initiate an installation 
process for installing the update. Many software packages will automatically initiate an 
installation process after downloading. The install processor may initiate installation for 
packages that do not begin installation themselves. The install processor may monitor 
performance data during the installation process and begin installation when performance data 
10 indicates other client applications will not be adversely impacted. In this regard a set of 

installation criteria, for example, similar to the download criteria may be utilized. If necessary, 
the install processor may prompt the user to confirm the install or to allow shutdown of any 
necessary applications. 

[0071] Figure 3 provides an overview of an embodiment of an installation process. A 
15 complete downloaded software component may be accessed from the downloaded queue 217. 
Using performance data relating to client device applications, the install processor determines 
whether a installation criteria 301 have been met. The installation criteria may be similar to the 
download criteria and may comprise one or more of the following criterion, or combinations 
thereof: the client application feature to be updated is not being utilized; overall processor usage 
20 is below a set threshold; disk usage is below a threshold; available free memory is above a 

threshold; and the like. If an installation criterion is not met, the downloaded software remains 
queued in downloaded queue 217. Periodically, the update processor rechecks the performance 
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data to determine whether installation criteria have been met. If installation criteria are met, the 
installation, 303, is made to processor memory, or an associated storage device, for the client 
application on the client device. The install processor also processes performance data during 
the install to ensure that the installation criteria continue to be met, 305. If during a download an 
installation criterion fails to be met, for example if the client device needs the processor for other 
uses, the installation is halted. Details relating to the portion already installed, and the remainder 
of the install may be stored in downloaded queue 217. Installation is resumed when the install 
criteria are met again. When installation is complete, 307 details relating to the installed file may 
be maintained in an install queue 309. The capture processor may capture data from queue 309 
to determine when additional updates are needed. 

[0072] The foregoing description of embodiments of the invention has been presented only 
for the purpose of illustration and description and is not intended to be exhaustive or to limit the 
invention to the precise forms disclosed. Numerous modifications and adaptations thereof will 
be apparent to those skilled in the art without departing from the spirit and scope of the present 
invention. 
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